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TEXHHYECKHE YCJIIOBUSA HA PASMEIIEHUE

Hacrodmuii JOKYMEHT CONEPKHT OCHOBHbIE TEXHHYECKHE XapaKTePUCTHKHM, OTPAHHYEHHS W PEeKOMEHIAIINH,
KOTOpBIE JOMKHBI OBITH MPHHATHI BC BHMMAaHHE B XOIE IIONIB30BaHMUA YCJIYraMu IO JOroBOpY MpH
IUIAaHUPOBAaHUM pasMelleHus o0opyaoBaHUA, [IOArOTOBKE 00OpYIOBaHHA, €r0 MOHTaXKE M SKCIUTYATAI[HH B
cepBepHbix Moaynax LIOJ] Hcnonuurens. KnueHTy cnefyeT OOBeCTH cOfepKaHWe NAHHOTO JOKYMEHTa [0

CBOCTO IIEPCOHAlA, YHAaCTBYIOIICTO B yKBBaHHOﬁ JCATCIIBHOCTH.

1. Mecto pa3memenasi 060pygoBanAs

1.1. Hcnonnutens mnpepoctasnder KiumeHTy s pasmelleHMss oOOpyHOBaHHA CepBepHbIe LIKadbI
MOHTayKHOTr0 pa3mMepa «19 mofimor» BeicoTOH 48U u rmybuno# 1200MM, B cepBEpHOM MOMYJe Ha
Texuonoruyeckoi miowmanke Ucnonuurens no anpecy: 199004, Cauxr-Iletepbypr, 9-1 nuuus B.O.,

n.34, nutepa A, oduc 100/1.

2. Hcnonnenune 0GopyJoBanns H NJIAHHPOBaHHE pasMelleHns B mKady

2.1. Pasmemaemoe o6opynoBaHHe IODKHO OBITE KOHCTPYKTHBHO IIpelHa3HA4eHO IJI YCTaHOBKH B
CepBepHBbIi mKad («CTOSHHOE HCIOJIHEHHE») M MMETh BCe HEOOXOIMMEIE 3IeMEHTBI KPEIUICHHS:
caa3ku (penbCesl) Ul CEPBEPOB, KPOHINTEHHBI I TENEKOMMYHHKAIIMOHHOTO 000pYI0BaHHA H UHEIE
MOHTa)KHbIE  JIEMEHTBl, INPEIYCMOTPEHHblE  mpou3BojuTesneM. OOopymoBaHHE  JOIDKHO
COOTBETCTBOBATH BCEM JeHCTBYIOMWM B PD ob6s3aTensHeM TpeGoBaHHAM 1Mo 6€30MacHOCTH.

2.2, 3anpemaercs HCIONB30BaHHe coOCTBeHHBIX cucTeM WBII wimeHTa M npyroro of6opynoBaHHS,
COAepIKaIlero XMMHUYECKHE HCTOYHHKH TOKA (32 UCKUTIOYeHHEM OaTtapei moIep KKy ITHTaHHs NaMATH
BHYTPH CEPBEPOB).

2.3. OGopynoBaHue, ycTaHaBlIMBaeMoe B IIKadbl, AOMKHO OXJI&KNATLCS BO3MYLIHBIMH IOTOKaMH,
HAIPaBJICHHBIMH C© JTHUEBOH CTOPOHB! 000pyNoBaHHA (M3 XONOIHOIC KOPHAOPa) Ha 3a0HIOK CTOPOHY

(B ropsiumit kopunop) — «front—to—back».



2.4.

2.5
2.6.

2.7.

Ecnu ycraHaBnuBaeMoe 0OOOpYAOBAHHE HMEET HAIPABJIEHHE BO3IYUIHBIX TMOTOKOB OXIKIEHHI,
OTJIMYHOE OT OMKCAaHHOrO B 11.2.3, 060opyA0oBaHHE AOKHO OBITh Pa3MELLEHO CO CTOPOHBI «TOPAHEro
KOPHIOpa» H He JJO/DKHO BBITYBaTh BO3AYX B «XOJIOAHBIH KOpHAOpP». Jid noanepykaHus HOpMaTbHOTO
TEMIEPATYPHOro pekuMa W Oe3aBapHilHOro  (yHKIUMOHMPOBaHMS Takoro obopyloBaHHs
HCTIONHUTEN PEKOMEH/TyeT BO3MyXOBOHBIE KOHCTPYKLMH, YCTAHABIHBACMbIC BHYTPH CEPBEPHOIO
mkada, oGecreyHBaoIie NPaBHIBHYIO LMPKYJALMIO BO3jyXa. Mcronb3oBaHue BO3LYXOBOAHBIX
KOHCTPYKIIHI MOykeT noTpefoBaTh BhIAEIEHHA JONOMHHTEILHBIX IOHHTOB.

PasmelreHne naTy-naHeneil co CTOPOHBI «XONOAHOI0» KOPHAOpPa HE IOy CKAaeTCs.

CxnamupoBanie © xpaHenwe B cepBepHbIX mkadax I[1OJ] moGeix npeameToB  kpome
TMPEyCMOTPEHHOTO K yCTaHOBKe 000pyIOBaHMA 3aMpeIleHO.

HaxoskaeHHe B CTOMKE YCTAHOBIEHHOTO, HO BBIKIIOYEHHOTO CepBepHOro o6opylOBaHHSA, BO

uz6erKaHKe HapyILIeHUs KIMMaTHYeCKOro peXKHMa CepBepHOH AUeHKH, 3arpeLieHo.

CocrosiHHe 060pYIOBAHHS H MOHTAXK

3.1

32.

3.3.

3.4.

K ycTaHOBKe JOMYCKAETCs TOILKO MOHOCTBIO HenpaBHoe obopyaosanue. KiMeHT 10JbKeH BHEITHHM
0cMOTPOM yOemuThC B OTCYTCTBHM TMOBpEXISHMH Kopiyca obopymoBanus, ocobo o6paTuTh
BHMMaHHWe Ha OJIOKY ITUTAHHA.

O6opynoBaHHe He [O/UKHO WMETh NBUTH HA BHEIUHMX WIM BHYTPEHHHX NOBEpXHOCTaAX. [lpu
HEOOXOJMMOCTH [I0 BHOCA B CEpPBEPHBIA MOJYJb AO/KHA OBITh OCYLIECTB/IEHA OYMCTKA CHKATHIM
BO3JYXOM WIH OPYT'MM METOIOM.

[Ipy MOHTaXKe [O/DKHBI BBIMOJHATLCA pEeKOMeHJalWK nepcoHana Mcenonuurens B 4acTH
pacrpeneNeHds SIEeKTPHYECKOM | BECOBOM HArpy3oK, YCTPaHEHHMS 3a30p0B H YCTPOHCTBY
HeOOXOAMMBIX YIUIOTHEHMH JJ1s TOBbIIIEHUA 3¢ HEeKTHBHOCTH OXJIAXKICHHMS.

KnueHTy 3ampeleHo NpOM3BOIMTENb JIOOble M3MEHEHHs B KOHCTPYKLHH CepBEpHOro Imkada;

MPOBOJIMTE CBEPJIEHHE HITH MOAMWIMBAHHE 31IEMEHTOB KOHCTPYKIMH IKada;

DJIeKTpPONHTAHHE

4.1.

4.2,

Hcnonaurens obecrieunBaeT mogady OecriepeGoiiHoro nuranus ¢ HanpskeHwem 230 B+10% u
yactoroii 50 ['u. Paspemiennas norpeGiseMas MOLIHOCTE Ha OfiMH wKad (cToliko-mecTto) — 10 kBT,
MpEBBILIEHHE 3TOH MOLIHOCTH [0y CKAeTCs TONBKO 110 coriacoBanmio ¢ Menonnurenem. Pasmerenue
oGopynoBanusa ¢ Ko3dduipenToM MomHocTH Hipke 0,95 — mo crenuansHOMY COITIACOBAHHIO C
Hcenonnurenem.

ITuTanue mnopaeTcs 0 ABYXIY4YeBOH cxeMme ¢ B3aUMHBLIM PE3epBHPOBAHHMEM (MarMcTpalbHble U
pacnpenenMTeNbHble  IIHHOMPOBOAbl B KoHurypauuu «N+N») 0T TIpynmnbl HMCTOYHHKOB

OecniepeCoHOrO MUTAHMA, pe3epBUPOBAHHEBIX 110 cXeme «N+1».



4.3. Haj KakjibiM psiiomM CepBEpHBIX MIKa(OB PACTIONOXKEHEI 10 [BA PACTIPEIETHTEFHBIX IIHHOIPOBO/IA.
Hap xaxpiM mkadom Ha KaxOM IIMHOTIPOBOJE HAXOMATCS O OAHOMY OTBOAHOMY ONOKY Ui
NONKITIOYeHHS 000pPYIOBAHUS, PACTIONOXEHHOTO B JaHHOM mmikady. [ToAKmIOUEHHE K OTBOTHOMY
6roky ofopynoBanus coceqHHX mKaOB HE JOMYCKAETCS.

4.4, Buyrpu cepeepHoro mxaa pacroniokeHsl ABa (M0 OAHOMY Ha Kbl Jy4 nwurtanus) 6roka
pacnpenenetus ruranus (PDU) co cnemyrowum HaGopoM posetok kasapiit: Tin C13 — 24 mwr., Tun
C19 — 4 wrr., Tun Schuko — 4 .

4.5. Jins nopmoyenus obopynosanus, KiMeHTy HeoGXOAHMO HCMOMB30BaTh KAOEH SMEeKTPOIMTAHMS C
3a3eMIISIOLIEH KHIIOH B COOTBETCTBHH C TPeOOBaHHAMH K CEUEHHIO Kabeldd B 3aBHCHMOCTH OT
HarpysKH.

4.6. Kienty 3anpeimeHo Hero/b30Bath kaberu ¢ G/I0KkaMK [IMTaHUA Ha STeKTPHUECKOM BIUIKE.

4.7. Wcrione3oBaHue TPOHHMKOB WITH  YIUIHHWTeNelf 3anpemieHo, TNOAKTIOYEHHE OBOPYAOBAHHA
OCYILECTBIIACTCS HATIPAMYIO, IIPEIHA3HAYEHHBIM JUTS 3TOTO JIEKTPOLIHYPOM,

4.8. Knnenty sanpeweno nonkmodate obopynoearnne k PDU cocemnux mkadoB, Jake B caydae HX
apensl Kimmenrom;

4.9. B cepBepHOM MOJIyJie BRITIONHEHA CHCTEMA 3aLIHTHOTO 3a36MJIGHHS U BRIPABHHBAHHMS [IOTEHIHAIIOB B
COOTBETCTBHM C [CHCTBYIOLIMMH HODMATHBHBIMM JOKyMeHTamH. Pasmelnaemoe oBGopynoBaHHe
MOJKHO OBITH OJDKHBIM 00pa3soM COSQHHEHO ¢ 3TOH CHCTEMOIH.

4.10. lns nonuoueHHOH peamusauyy GecriepeGoiiHoii paGoThl, 060pyn0BaHHE TOMKHO COOTBETCTBOBATH
TpeboBanuaM «CrielmdyKalMK 0TKAa30yCTOMIHBOTO aexrponuranus Uptime Institute Bepcuu 2.0%.
B wacTHocTH, Ha 0GopynoBaHnK fomkHEl GBITH NyGnupyroime aApyr apyra 6noku nuranns (BIT),
KayKZIbIH U3 KOTOPBIX CIIOCOGEH MOJIHOCTRIO ofecreunTs paGoTy 060pynoBaHus 6e3 OrpaHUYeHHs 10
BpeMeHH. OTH BI1 nomkHbl MOAKIIOUATECS K Pa3HBIM Jlydam MUTaHMA. B cilydyae HamWdams TONBKO
oxHoro bII (1n HeckONBKMX, HO He TyOIMPYIOIMX APYT APYTa) MOTYT HCMONB30BATECS JIOKATBHBIE
CKOPOCTHBIE TEPEKIoYaTeNnd BBOAA pe3epsa. B mnpoTuBHOM ciyuae McronHuTens He Hecer

OTBETCTBCHHOCTH 34 CHIDKEHHE YpoBHs OecniepeGoiHOCTH.

5. Oxnaxkaenne

5.1. IOX Hcnonuutens uMeer BHICOKO3(GGEKTHBHYIO cHCTeMy OXTaxuenus. Jlis MpaBUIBHOH paboTer
CHCTEMBI JIOJDKHO ObITe 00ECTIEYeHO BBICOKOE KaueCTBO pAa3lENeHUss BO3AYIIHBIX [TOTOKOB
«XONOAHBIX» H «Trops9ux» Kopunopos. [Ipu mMoHTake oGopynosanus KnweHT mo/mkeH obecmeunTsh
KaueCTBCHHOE YILTOTHEHHE BCEX 3a30POB IO (POHTANEHOH 9acTH cepBepHOro mkada, KITHeHT MoskeT
CAeJIaTh 9TO CaMOCTOATE/ILHO WIIH MPHBJIEYS NepcoHan MemomHuTens ans KOHCY/BTAlHH, MOMOLLH,

IIPCAOCTAB/ICHHA YIUIOTHAIOLIHX MATEPHAJIOB HJIM BBITOJIHEHHA HaHHBIX pa’o'or.



6. CrpyxkTypHpOBaHHas KaleabHAs CETh.

6.1.

6.2.

6.3.

6.4.
6.5.

6.6.

B cepeepubx Momynsx LIOJ] Menonsutens Boinonsesa CTPyKTypUpOBaHHAS Ka6enpnag Cucrema
(«CKC»), koTopas [03BOAET OPraHM30BaTh COS/IHHUTENBHbIE JIMHUH MEXLY NOOBIMU cepBEPHBIMH
mkapamu. Tormonorust KaGembHBIX JIOTKOB 00ECHEUMBACT BO3MONKHOCTH myGIMpoBaHHA JIH000TO
COeIMHEHHS N0 He3aBUCHMBIM MapLupyTam («N+N»).

B cocrase CKC wmmMeroTcs IpeIBapUTENbHO TEPMHHUPOBAHHBIE ONTHYECKHE JTHHHH SM  mexay
cepBepHBIMM sHelikaMi M KPOCCOBbIMM syeikamu. LIpy Hanmuauu cBOOOAHBIX MOPTOB Ha HYXXHOM
MApIIpyTE 9TO IIO3BONSET CYMIECTBEHHO YCKOPHTH BBINOIHEHHE COCHAMHEHHA. Ha cxnane
TOJUIEPKUBAETCS B HAIYHH ITHPOKME CTIEKTP THIOB H JJTHH COEIMHHTENBHBIX IHYPOB.

Jns opraHmzaiu  komMyTaimu B mkady KimeHT MOKET BOCIOJB30BATECA MaTepuanaMi
WcnonuuTens (N0 JAONOIHUTENLHOMY 3aKasy) WM MPefoCTaBMTh cobcreennblie. Ilpu 3TOM, And
ucronp3oparus B 110J] JOMYCKAIOTCA COEJMHMTENbHBIE IIHYpPBI TOMBKO C OGONOUKOH LSZH
(ManoeiMHBIe Heroprouue). Mcrnonkszoranue 1HYpOB ¢ o6onoukoii PVC 3anpelieHo.

Bce coenunenus CKC seimonusiores nepconanom Menonuurens no sassxke Kiuenta.

KJMeHT BIpaBe caMOCTOATENBHO PEaM30BaTh CXeMy KOMMYTAllMH B apCHIOBAHHBIX CTOMKAX WIH
[pHBJEYs NepcoHal McronHuTeNs mo JOMOJHATEIbHOMY 3aKasy.

IIpoknagka moGBIX COSAMHHMTENBHBIX IIHYPOB IMPOM3BOAMTCA MO  OpraHM30BAHHBIM -~ H
npeaHazHaueHHBIM s 5T0oro Tpaccam (notku CKC, pafHbIe IOTKK MO KpblllaM mkados). [Ipoxnaaka

COENHHHUTEIBHBIX ITHYPOB IO IIIKaCi)aMH 3anpeneHa.

7. Hoaxnrouenue odopynoBanus KiinenTa K ceTH nepeaain IaHHBIX Hcnonuurens

7.1

7.2

73

7.4

KineHTy pekomeHmyetcs Ha unrepdeiicax noaxmouenns k Ceru HUcnonuurens orkmounts ARP
proxy, Broadcast forwarding, Spanning tree, IP redirects, npOTOKOJIE! KaHAILHOIO ypOBHA (LLDP u
ZIp.), @ TaKyKe NPOTOKOIIBI POoH3BOaHTE el 060pyA0BaHNUA, HHHIMUPYIOUIME PACCHUIKY IOCTOPOHHHX
Ethernet-dpeiimor (CDP, Layer 2 keepalive, u fp.), 32 HCKJIIOUEHMEM MPOTOKOINA LACP B cnyyae
nopktodeHns no texyosoruy EtherChannel.

HeobxoauMo Ha JorHdeckux MaTepdeiicax nopxnodenns k Cetn Menonnurens yCTaHOBUTE 3HA4CHHE
[Pv4/TPv6 MTU 1500 6aiirt.

KJIHeHT MOJKET MCIIONb30BaTh HA BCEX MHTepdeiicax, B cioyuae noaxmouenus k Cetn Mcmonnurens,
TONMBKO BhigeneHHbIe McmonuuteneM IP-ampeca u ceTeBble MaCcKH.

B ciIyuae MOAKTIOYEHHs C HCMONB30BaHMEM NpoToxona BGP kmHeHT mO/KEeH PYKOBOACTBOBATHCA
TpeOOBaHHAM:

7.4.1 Koueur o6s3aH WMeTh HOMep aBTOHOMHOM cucTeMbl (Autonomous System, AS),

3apervcTPUPOBaHHbIA OJIHOH M3 PErHOHAJIbHBIX HHTEPHET-PErMCTPaTyp (Regional Internet



7.4.2

7.4.3

7.4.4

7.4.5

Registry, RIR). Teppuropus Poccutickoit Desiepalini HAXOAUTCS B 30He ISHCTRHA HHTGPHET-
peructparypsl RIPE NCC.

Knuenr ofs3aH monjepkuBaTe B aKTYaJbHOM COCTOSHMM MH()OPMALMIO O T[IOJHTHKE
MapIUpyTH3aLKH ceTel cBoeH AS B peecTpe nHTepHeT-MapmpyTos (Internet Routing Registry,
IRR) RIPE.

Knnent 06s3an uemons3o8ath npotokon BGP4 nns ycraHOBNEHHS [MHPHHTOBOTO COEAMHEHUS
¢ MapiipyTH3HpyromuM obopynosanuem Henonaurens

Knuent o6s3an ncnonms3osath 11 B3auMOAeHCTBIS 110 ipoTokony BGP4 Tonbko onwn HOMeEp
AS Ha kaxnom uaTepdetice nopkmodenus k Cetn Menonuuress

KnueHT 06513aH NOAEPKHBATE B AKTYalbHOM COCTOSHHM B PEECTPE HHTEPHET-MApIIPyTOB
00BbeKTHI THIIA route W/Wid route6 s Beex ceTeil cBoeit AS, aHoHCcHpyeMBIX Kiimentom B

cropony M Henonuurens

7.5 McmonuuTels OCTaBIAET 3a COGOM NPABO OCTAHOBHTH OKA3aHHE YCITYT B CJIEYIOLIHX CITyHasx:

- MacCOBOH PACCBUTKH HEKeJ1aTeNbHEIX coobmenui (SPAM)

- pactnipOCTpaHEHH HENETANBHOIO KOHTEHTAa U IKCTPEMHUCTCKHX MaTepHaJloB

- IpoBeieHus MO0 yyacTus B DDoS-aTakax.

- HapyLIeHHs! LIEJIOCTHOCTH U paboTocnocoOHOCTH ceti MemonHuTe .

Hcnonnutens BmpaBe npoBeputs cobmojeHHe HacTosmux TY B o060 MOMEHT BpPEMEHH,

yBeniomute KimenTa 06 o6Hapy)xeHHOM HECOOTBETCTBHHM 1Y B NHCHMEHHOH MM YCTHOM dopme H

noTpe6OoBaTh B MJIAHOBOM PEXMME YCTPaHHTb HECOOTBETCTBHE; B Ciydae Hecobmomenus Kiuentom

nanneix TY, Menonuwrens B ipaBe NpHOCTAHOBHTH OKa3aHUE YCIIyT.






